
Introduction



When deploying Reporting Services in an environment that requires more than one server, such as a scale-out deployment or a deployment in a server farm, you may need to configure Kerberos authentication. Kerberos is particularly important when you require domain accounts to authenticate users but don’t need to pass user credentials to the database that is making the server(s) connection.
Note: The goal of this paper is to provide information on how to configure, manage and troubleshoot Kerberos authentication. It doesn’t cover specific deployment topologies (including Reporting Services topologies
) nor does it cover distributed environments, or other authentication modes such as SQL Reporting Services 2008 R2 / MOSS 2010/ IIS 7 (kernel mode authentication). 
Kerberos authentication is supported in both Reporting Services deployment modes: native and integration (SharePoint integrated). With native mode, you can use a Web-based tool such as Report Manager, to upload and manage reports, models, and other items. With integration mode, you can integrate a Reporting Services environment with a SharePoint product or technology to upload and manage reports, models, and other items.

Configuring Kerberos authentication also helps to avoid authentication failures that can occur because of a double-hop issue.,  Double-hop is an authentication issue  in which a client’s domain credentials cannot be passed to two or more servers, to process the client’s request
. 
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Figure 1: A distributed environment with a security implementation that uses Kerberos authentication.
With the double hop issue, NTLM
 credentials are valid for only one network “hop” from the place of login. Each subsequent hop results in anonymous authentication. 
For example, a client’s request, such as processing a report, must go through a Web server on its way to a database server for processing. Kerberos authentication enables the Web server to request a service ticket from the domain controller; impersonate the client when passing the request to the database server; and then restricting the request based on the user’s permissions. Each time a server is required to pass the request to another server, the same process must be used. This enables the server to act on behalf of the client for the next connection in the processing flow.   
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Software Requirements

To deploy a reporting services environment, you must first install the required products and technologies. If you chose to integrate your reporting services instance with a SharePoint product or technology, there are additional requirements over a native mode integration.

To determine the requirements for configuring Reporting Services, review the table below. To find the latest patches for your products and technologies, go to the  Microsoft Download Center. (). 

	Product or Technology
	Mode
	Requirement

	Operating System
	N/A
	Windows Server 2003, 

Windows Server 2008, 2008 R2 or Windows Vista (x86 or x64)

	SQL Server Reporting Services
	N/A
	SQL Server 2008 Reporting Services instance

	SQL Server Database Engine
	N/A
	SQL Server 2005 or 

SQL Server 2008 Database Engine instance that hosts the Report Server Databases

	Internet Information Services (IIS)
	SharePoint integrated mode
	IIS 6.0 running in worker process isolation mode (Windows Server 2003) or 

IIS 7.0 running in classic mode 

(Windows Server 2008)

	SharePoint Product or Technology
	SharePoint integrated mode
	Windows SharePoint Services (WSS) 3.0 SP1 or 

Microsoft Office SharePoint Server (MOSS) 2007 SP1


Table 1: Software requirements for Reporting Services. N/A indicates that native and SharePoint integrated modes have the same requirements.

For more information, see the following
:

Hardware and Software Requirements for Installing SQL Server 2008 

Requirements for Running Reporting Services in SharePoint Integrated Mode
Planning a Deployment Topology
Overview of Kerberos Authentication in Reporting Services


By default, Reporting Services uses Windows Integrated Authentication, which includes the Kerberos and NTLM protocols for network authentication. Additionally, Windows Integrated Authentication includes the negotiate security header, which prompts the client to select Kerberos or NTLM for authentication. 
The client can also use Kerberos for authentication, with a service, to access reports. Servers that use Kerberos authentication to authenticate clients can impersonate those clients and use their security context to access network resources. 
You can configure Reporting Services to use both Kerberos and NTLM authentication, however this may lead to a failure to authenticate. With negotiate, if Kerberos cannot be used, the authentication method will default to NTLM. When negotiate is enabled, the Kerberos protocol is always used except when:: 

· Clients/servers that are involved in the authentication process cannot use Kerberos
. 
· The client does not provide the information necessary  to use Kerberos.

The illustration below shows an overview of the Kerberos authentication process and request flow. When a client computer first attempts to connect to the Report Server, such as by making a request from a browser/other apps like custom app, Report Manager or a SharePoint site, the connection process begins with authentication. With Kerberos authentication, the client and the server must demonstrate to one another that they are genuine, at which point authentication is successful and a secure client/server session is established. 
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Figure 2: Overview of Kerberos authentication request process.
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When a client authenticates against a service using the Kerberos protocol, the process is as follows: 
1. The client requests a ticket granting ticket (TGT) from key distribution center(KDC). 
2. The authentication service (domain controller) sends the encrypted TGT and session key to the client.
3. The client requests server access from ticket granting service (TGS).
4. TGS sends the encrypted session key and service ticket to the client.
5. The client sends the service ticket to the server.
6. Optionally, the server can send an encrypted time stamp for client validation.
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Figure 3: Overview of the steps to obtain a service ticket with Kerberos authentication.
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Configure Kerberos Authentication for Reporting Services
To enable Kerberos authentication it is necessary to:
· Configure the domain controller.
· Obtain environment information. 
· Configure the service principal names (SPNs
).
· Configure trust for delegation for service accounts or servers.
· Configure Kerberos with full delegation.
· Configure authentication types for Reporting Services.
· Verify the service account group membership or local security policy settings. 
Configure the Domain Controller

The first step in the authentication process is to configure your domain controller. If you use a cross-domain environment, the domain controller must operate at the Windows Server 2003 functional level or Windows Server 2008 functional level.
For more information on setting up a domain controller computer, see the Windows Server 2003 or Windows Server 2008 online product documentation on Microsoft TechNet or MSDN.

Note: You must be a domain administrator to complete the tasks in this article that pertain to active directory.

To verify the functional level of the domain controller
1. From
 Administrative Tools, open Active Directory Users and Computers.

2. In the tree, right-click the appropriate domain, and then click Properties.

3. Under Domain functional level
, verify that Windows Server 2003 or Windows Server 2008 is listed.
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Figure 4: Windows 2003 and 2008 Server user interface

.

Obtain Environment Information 

To continue with your authentication, it is necessary to compile the following information:
· The report server and database computer names. Note: In a SharePoint integrated mode deployment you also need the name of the Web front-end computer(s) and the database computer(s) that are hosting the content and configuration databases.
· The backend server names and connection information. You also need information on the service accounts used to configure the services, 
such as  the connection string and server name.
· The service account: In both a native mode deployment and a SharePoint integrated mode deployment, you need the Reporting Services service account. In a SharePoint integrated mode deployment, you also need the application pool identity for SharePoint central administration and the SharePoint site(s) which will host reports.
· URLs for the report server’s Web service or SharePoint application URL: In a native mode deployment and a SharePoint integrated mode deployment, you need the Report Server Web service URL. In a SharePoint integrated mode deployment, you also need the SharePoint application URL.
· Alternate access mapping URL: In SharePoint Integration Mode, you can configure multiple URLs for single internal URL. You will need a URL to host reports.
To find the report server and database computer names and their URLS: 
1. From Report Server, open the Reporting services configuration manager, and then connect to the Reporting Services instance where you need to verify information. 
Note: For more information, see How to: Start Reporting Services Configuration on MSDN.
2. Select Service account
, and then note the service account that is specified.
3. Select Web service URL, and then note the URL or URLs listed under Report server Web service URLs including their port numbers.
4. Select Report manager URL, and then note the URL or URLs listed under Report manager URLs including their port numbers (this is not required in SharePoint Integration Mode.)


	Item
	Native/SharePoint Mode
	Delegation set (Computer/User)
	SPNs set (Host/Service Account)

	Server names
	
	
	

	Server connections
	
	
	

	Service accounts
	
	
	

	URLs 
	
	
	

	Alternate access mapping
	
	
	


Table 2: Table for recording your report server, URLs and database computer names.
Note: Reporting Services 2008 uses a single service for executing both Web and Windows services
 and doesn’t depend on IIS, but rather interacts directly with HTTP.sys and establishes URL reservations.
To find the application pool identity in IIS 6.0 for SharePoint Web sites that will host reports:
1. On the SharePoint Web front end WFE computer, open Internet Information Services (IIS) Manager.

2. In the left pane, expand the server node, and then expand Application pools.

3. Right-click SharePoint central admin v3, and then click Properties. Repeat for the other SharePoint site that will host reports.
4. On the Identity tab, under Application pool identity, make a note of the account that is listed.
To find the application pool identity in IIS 7.0 for SharePoint Web sites that will host reports:
1. On the SharePoint WFE computer, open Internet Information Services (IIS) manager.

2. In the Connections pane, expand the server node, and then click Application Pools.

3. On the Application Pools page, locate the SharePoint site application pool, and then make a note the account that is listed in the Identity column.

Configure Service Principal Names (SPNs
)

Service Principal Names (SPNs) are unique identifiers for services that run on servers; they are registered with a service class that identifies the account’s type of service. The SPN identifies information such as the computer on which the service runs, the account under which the service runs, and in some cases the port on which it runs. There are host SPNs that cover default services, when the local system or network service built-in accounts are used and the URL uses the computer name. 
If built-in accounts are not used for application pool identities, then HTTP SPN must be set. Additionally, when a virtual URL is used with built-in accounts, and the service is configured with a domain account, each service that requires Kerberos authentication must have an HTTP SPN configured so that clients can identify the service on the network. If an SPN is not configured for a service, a client account will be unable to authenticate to the servers using Kerberos.

Before you configure or add SPNs, confirm that you are  a domain administrator.

1.  You can then continue to configure the SPNs by using the  SetSPN command-line utility. You can also access it directly from the domain controller.
Note: The SetSPN utility is installed by default on Windows Server 2008, but not on Windows Server 2003. You can install the utility from Windows Server 2003 Service Pack 2 32-bit Support Tools from the Microsoft Download Center or from the \Support\Tools folder on the Windows Server 2003 installation media. Alternately, you can use ADSI Edit, which is a Microsoft Management Console (MMC) snap-in. 

To Add/List SPNs, use the following syntax:
   Add SPN: setspn -A ServiceClass/Host:Port Domain\ServiceAccount

 List SPN: setspn -L Domain\ServiceAccount

The parameters for this syntax include:
· ServiceClass: There are different types of SPNs, and each service that runs on a computer must have the appropriate SPN service class assigned to it. If a  Reporting Services service account is a domain account, you must use the HTTP SPN service class.

· Host: The host parameter specifies the name (either the computer name or a virtual name (alias) on which the service is running. These names are defined by DNS Host records or your local Hostfile (host.ini). An SPN must be set for each name that is referenced in a URL, such as the NetBIOS name or the fully qualified domain name (FQDN) 
Example: If Report server is hosted on server (Contoso), then you need SPNs for NetBIOS (Contoso) and FQDN(Contoso.Domain.Corp.Company.com).
· ServiceAccount: Specifies the domain user name under which the service runs. If you are in a cross-domain environment, you must also include the domain in the format domain\user. If you are using the local system or network service built-in account with a virtual name, you must enter the machine name rather than a user name. 
· Port: Specifies the port on which the service runs. Although you can omit this for services that use a default port (such as port 80 for HTTP), it is recommended to always include this parameter. Port is required for other SPNs, but not for HTTP SPNs. To fix this issue you can configure Web sites (Reporting Services /SharePoint Sites) to use Host Header. This avoids conflicts between SPNs. 
To addSPNs

For example, to add an SPN for a domain user account called rssvcacct on a computer named contoso in a domain named domain.corp.company.com and set the Host Header to APP1 (Host Record in DNS) you would run the following commands:
To add SPN with computer name
setspn -A HTTP/contoso domain\rssvcacct
setspn -A HTTP/contoso.domain.corp.company.com domain\rssvcacct
To add SPN With Host Header (APP1)
setspn -A HTTP/App1 domain\rssvcacct
setspn -A HTTP/App1.domain.corp.company.com domain\rssvcacct
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�I’ve reshaped the Introduction and Overview sections quite a bit. Ideally, I would like to merge them, but given our time constraints we may have to save that for vnext. (


�This section is unclear (for example, which report are you talking about? Also, parts of it seem a bit redundant with the paragraph that follows.





For the purposes of an introduction, I suggest we keep this much more succinct. 


�Generally speaking , we should not invest much time (ours or the user’s) on explaining what we don’t cover. I’ve combined the paragraphs below into this one – please review for technical accuracy. 


�Is the hop issues discussed in troubleshooting? If so, we should reduce this section down and then link to the troubleshooting section for more information and examples. 


�I added double-hop to the glossary. 


�Is NTLM an acronym? If so, please spell it out here on first use. If not, it is fine as is. 


�Suggest moving this to troubleshooting. Too much double-hop info for an introduction. 


�Not sure why this paragraph is relevant to the introduction. Suggest removal or relocation. 


�Can you move this on first page as its kind of disclaimer


�Note sure if we should leave these in or move to the end. 


�In this instance, I think that the user will probably already be familiar with NTLM or will know where to go for more research, so let’s leave this out (particularly since we aren’t providing them with a specific link). 


�I’m wondering if it would help the reader for us to provide some insight into why these clients or servers would be unable to use Kerberos….


�Please fix the text errors in this illustration. 


�Listing this information after the illustration, unless it is absolutely pertinent, just takes up space and probably won’t be utilized by the user. Suggest removal. 





You could add information into the illustration. For example, calling “Computer 1”  “Client computer” instead. 








�Since we are focused on Kerberos, why are we including this diagram that seems more NTLM focused? I’m afraid that we may confuse the issue if we leave it in.  Please review.


�This section contains a couple of steps in the authentication process that were not listed here, so I’ve added them.


�It would be helpful to have a first step here so that the user knows where they are starting from. 





For example, “In your server’s control panel, from administrative tools…..”


�Please confirm that the UI matches what the text in your procedure (it doesn’t look like it says Domain functional level to me). 


�Will fix all the images, in couple of days.


�I don’t think we need to have screen shots of the interface, particularly since we don’t do this consistently throughout the doc. If you do keep them in, please note that the figure to the left is fuzzy and hard to view. 


�Note to v-joanr: during final proof, confirm the correct order number for both figures and tables. 


�We should be more specific here. For example:





The Administrative Tools menu in Windows Server  2003 and 2008.


�I don’t know if this paper will be localized at all, but let’s leave out i.e. just in case. 


�If these terms are not titled capped in the UI, then we should not title cap them here. 


�This note feels somewhat out of place. Please remove or relocate to a more specific area. 


�It seems like this section should be titled: Configure, List and Add SPNs.


�This is not directly tied to Kerberos so I suggest we leave out. 


�Do the items in this section (use the SetSPN utility, etc.) need to be done sequentially? It doesn’t appear necessarily that they do. Only items that need to be done sequentially, such as items in a procedures list, should have numbers. So, I’ve removed them unless you tell me that we should add them back. 


�This seems redundant with the section above regarding add/list SPNs. Please merge. 


�On the page above we say that this should be: setspn -L Domain\ServiceAccount – please confirm. 


�Should this also be listed as a troubleshooter?


�If we keep this figure in, I suggest that we move it to the end of the procedure so that it doesn’t separate the title and the steps.


�The user is where when this procedure starts? “In ____, go to Administrative Tools.”


�Again, I don’t believe we need these screen shots. If you elect to keep them in, please note that they are a little fuzzy, especially when printed. 


�Does this need to be its own section? It seems like the procedures that follow are similar to the ones above, but maybe I am just misunderstanding.


�This procedure needs some clarification. Specifically, step 3 as noted below, but please review the entire procedure in its entirety. 


�This sentence is unclear – please review and clarify. 


�Suggest we remove this line if we are not documenting these scenarios.


�Should “machine’s name” be replaced with “domain user account” since that is what we call it in the next paragraph?


�I confirmed that the style for the headings is title capped – I’ve adjusted this accordingly. 


�Is this procedure in the current paper? We should add a link there. 


�It seems like this should be a separate section, since the previous section is dealing with configuring SPNs and this is dealing with setting them. Or am I misunderstanding something? Please confirm. 


�Please confirm that this is correct. 


�I’m not sure that we need all this explanation. In the other troubleshooters, we include a succinct problem and a succinct solution. I’d suggest that we do so here as well. If you agree, please accept the removal. If you don’t, please reject. 


�This is explained in the first step of the procedure. 


�Perhaps I’m misunderstanding, but this image seems a bit out of place in this troubleshooter. Please review and remove if possible. 


�I’m not sure that “context” is the correct word here. Perhaps “authority” of the machine account?


�The other troubleshooters provide a procedure that explains how to implement the solution. We don’t do so with this issue, and it seems like we should. Please review. 


�I moved this to the title of this troubleshooter. 


�Same issue as noted previously – no procedure for this troubleshooter. 


�Ah, I see, you want to link users to the fixes. I still think it is more user friendly (and consistent) to list the procedure here. However, if you decide to take the user to another section of the article, please provide a link. 


�I’ve modified this – please verify that it is correct. 


�It is preferable to use an MS site if possible as opposed to this external site. 


�Double-hop is mentioned earlier in the article, but I thought we may way to include it in this section. 


�Please spell out acronyms on first use.
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